NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®PUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOJICKHM B UHTEPHETE CTAHOBUTHLCS OOJIBINE, a MIKOJIbHUKU
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenend PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, HHTEpPHET HEceT M TMpoOjieMbl. ITa
namMsITKa JI0JKHA TTOMOYb Te0e 6€30MacHO HaXOAUTHCS B CETH.
KomnbroTepHbie BUPYCHI
Komnviomepnoii  6upyc - 5TO Ppa3HOBUAHOCTb KOMIBIOTEPHBIX MPOTpaMM,
OTJIMYUTEIIbHOW OCOOCHHOCTHIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nononnenue k 3TOMy, BUPYChl MOTYT TOBPEAUTH WU MOJTHOCTHIO YHUUTOXKUTh
Bce (paiiyIbl ¥ JaHHBIE, TOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHash NporpaMma, a TakKe MOBPEAUTh WM JaK€ YHUUTOXKHUTh
OTIEPAIIMOHHYI0 CHUCTEMY CcO BceMmH (paiimamMu B 11eioM. B GoNIbIIMHCTBE cllydaceB
pacipoOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.
MeTtoabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMMm:
1. HMcnonb3yidi COBpEMEHHBIE OIEPAIMOHHBIE CHUCTEMBI, HUMEIOIINE CEPhE3HBIN
YPOBEHB 3aIUTHI OT BPEAOHOCHBIX MPOTPaMM;
2. IlocrosHHo ycraHaBnuBaii matun  (UU@POBBIE  3aIUIATKHU, KOTOPHIC
aBTOMATUYECKH YCTAHABIMBAIOTCS C LEIbI0 JOPAOOTKM MPOrpaMMbl) U ApPyTHe
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii UMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMATHUYE€CKOTO OOHOBJICHHUS, BKIIOUH €T0;
3. PabGoraifi Ha cBoeM KOMIIbIOTEpE TIOJ TpaBaMH TOJIb30BATENsd, a He
aIMUHUCTPATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;
4. Hcnonp3yil  aHTUBUPYCHBIE  NPOTPAaMMHBIE  TMPOAYKTHI  HU3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;
5. Orpannub HU3NIECKUHN JOCTYI K KOMIIBIOTEPY AJI IOCTOPOHHUX JIUIL;
6. Ucnonp3yil BHENIHUE HOCUTETW WHGOpPMAIMH, TaKue Kak (hJelika, AUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;
7. He oTkpeiBali KOMIBIOTEpHBIC (ailyibl, TMOTYyYEHHBIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (aitypl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBINA. Jlydiie yTouHu
y HETO0, OTIIPABJISI JIU OH Te0e UX.
Cern WI-FI
Wi-Fi - 510 He Buj mnepeiadd JaHHBIX, HE TEXHOJOTHS, a BCEro JHIIb OpPEH]I,
mapka. Eme B 1991 romgy HuaepiaHickas KOMITaHHS 3apeTrUCTpHpoBaia OpeH.
"WECA", 4yrto o6o3nauano crnoBocouetanune "WirelessFidelity", xkoropsiii
MepEeBOUTCA Kak "OecrpoBOAHAS TOUYHOCTh".
Jlo Haiero BpeMeHH Jonuia apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHosoruen. Ito abopeuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM
Ha CTaHJIapT Bbicuied 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje o3Haudaer
"BBICOKas TOUHOCTB".



Jla, OecrulaTHbIi MHTEPHET-AOCTYN B Kade, OTeNsIX M a’poroprax SBISIETCS
OTJIUYHOW BO3MOYKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrMe 3KCHEepThl CUMUTAIOT,
yto obmieaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHBIMHU.
Cosembl no 6ezonacnocmu pabomol 6 oowedocmynnvix cemsix Wi-fi:
1. He nepenaBaii cBoto JMUHYyI0 HHpOpMaLuio yepe3 oduenocrynasie Wi-Fi cetu.
PaboTast B HHX, KelaTeIbHO HE BBOJUTH MApOJIM JIOCTYIA, JIOTUHBI U KaKUE-TO
HOMEpA;
2. Vcnionb3yit 1 0OHOBISIM aHTUBUPYCHBIE TPOrpaMMBbl U OpanaMayep. TeM cambIM
ThI 00€30MacuIlb ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPOICTBO;
3. Ilpu ucnonszoBanun Wi-Fi otkimtoun pynkuuto "O6mwmit qoctyn k aitnam u
npuntepam". JlanHass (GyHKUOUS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIE
M0JIb30BATENM aKTUBUPYIOT €€ JIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
4. He ucnonws3yit nyonuunsii WI-FI nns mepenauu TUYHBIX JaHHBIX, HapUMeEp
JUTSl BBIXOJIa B COL[MAJIBHBIE CETU WJIM B DJIEKTPOHHYIO TIOUTY;
5. Ucnonp3yit TosbKO 3amuiieHHoe coenuHenune yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHO "https://";
6. B wmoOunbHOM Tenedone otkmoun QyHkiuo "Tlogkmouenue k  Wi-Fi
aBromarudecku". He nmomyckail aBTOMaTHYECKOTO MOJKIIOUYEHHS] YCTPOMCTBAa K
cersim Wi-Fi Ge3 TBoero cornacus.

CoumanbHble ceTH
ConuanbHble CETH aKTUBHO BXOJAT B HAlly >KW3Hb, MHOTHE JIIOIU pabOTaIOT U
KUBYT TaM IOCTOSHHO, a B Facebook yxe 3apeructpupoBaH MUIUTHAP]] YEJIOBEK,
YTO SBJISIETCS OJAHOM CEIbMOM BCEX JKUTENEH IJIaHEeThl. MHOTHE MOIb30BaTENH HE
NOHUMAIOT, YTO MH(OpPMAalKs, pa3MEIIeHHAas] UMU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HalJIeHA W WUCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE€ HE 0053aTeNbHO C
OJlaruMu HaMepEHHUSIMHU.
OcHogHble cogemul O 6e30NACHOCMU 8 COYUANbHBIX CeMSX.
1. Orpannyb crnucok Apy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITH CIIy4allHBIX H
HE3HAKOMBIX JIFOCH;
2. 3amminaii CBOIO YacTHYIO >KM3Hb. He yka3biBaii maposu, TeiedoHbl, aapeca,
JaTy TBOETO POXICHHUS W JPYIYyI0 JHYHYI HH(OpPMAanuio. 37T0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jakeé HMH(OpMAIMIO O TOM, KaK Thl U TBOM POJAUTEIH
IJIAHUPYETE NPOBECTH KaHUKYIIbI;
3. 3ammimaii CBOIO pemyTaluio - JepKU €€ B YHCTOTE M 3ajaBaii ceOe BOIpoC:
X0oTesq Obl Thl, YTOOBI ApPYyrue IMOJb30BATENU BHJEIHM, YTO Thl 3arpyskacuib?
[Toxymaii, mpesxe 4eM 4To-TO OIMyOJIMKOBaTh, HAMMCATD U 3arPy3UTh;
4. Eciv Thl TOBOpHIIb C JIOJbMHU, KOTOPBIX HE 3HACllb, HE HCHOJIb3YH CBOE
pearibHOEe MMsI ¥ APYTYIO JUYHYIO WH(OpMAIMK: UMsI, MECTO KHUTEIbCTBA, MECTO
y4eObl 1 poUee;
5. Usberaii pasmemenus ¢ororpaduii B UHTEepHETEe, THe ThI W300pa’keH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTh TBOE MECTOMNOJIOKEHHE;
6. Ilpu peructpamuu B COIMAIBLHOM CETH HEOOXOJAMMO MCIOJIH30BaTh CIOXKHBIC
MIapOJIv, COCTOSIINE U3 OYKB M LIU(P U C KOJUYECTBOM 3HAKOB HE MEHee §;



7. ns coumanbHOW CETH, MOYTHl U JIPYTHX CAWTOB HEOOXOAMMO HMCHOJIb30BATh
paszHble maposnu. Toraa ecnu TeOs B3JIOMAKOT, TO 3JOYMBIIUIEHHUKH IOJIy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.
DIIEKTPOHHBIE ICHBIH
DONEeKTpOHHbIE JI€HbIM - HTO OYEHb YAOOHBIM CHoco0 miaTexeil, OJHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPHIE XOTSAT MOJTYYUTh 3TU JICHBIU.
ONEKTpPOHHBIE JI€HBI'M NOSBWIINCh COBCEM HEIABHO M HMMEHHO M3-3a 3TOTO BO
MHOT'MX FOCyIapCTBax 10 CUX NOP HE MPONKCAHO MPO HUX B 3aKOHAX.
B Poccum xe oHM (YHKIIMOHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX
pa3iesaoT Ha HECKOJIBKO BUAOB - aHOHUMHBIE U HE aHOHHMHbIE. PazHuna B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs MpoBOAUTH Omepaiuu 0e3
UJCHTU(DUKAIIUY TI0JTh30BATEIISI, @ B HCAHOHUMHBIX UACHTU(UKALINS TTOTh30BaTEIsI
SIBJISIETCSL 00s13aTEIHLHOM.
Taxxe cnegyer pa3nuyaTh  DJIEKTPOHHBIE  (UaTHble  JEHbI'M  (paBHBI
TOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHBIE JEHBIU (HE pPaBHBI
rOCYJapCTBEHHBIM BAJIIOTaM ).

OcHoBHBIE COBETHI 10 0e30NaCHOI padoTe ¢ 3JTeKTPOHHBIMH IeHbIAMU::
1. IpuBsixu K cuery MOOWIbHBIA TeneoH. ITO caMblii YIOOHBI U OBICTPHIMA
croco0 BOCCTaHOBHUTH AOCTYN K cuery. llpuBsizaHHbIN TenedOH MOMONKET, €CIH
3a0y/enib CBOM IUJIATEXKHBIA Maposib WM 3aiiielllb Ha CalT C HE3HaKOMOTo
YCTPOWCTBA;
2. Hcnonp3yil onaHopa3zoBble maposnu. Ilocme mepexola Ha yCUIEHHYIO
aBTopu3alio Tebe yke He OyneT yrpoxaTh OMAaCHOCTh KPaKHW WIM TepexBaTta
IJIaTEKHOTO MapoJIs;
3. Beibepu cnoxHbiit maposb. [IpectynHukam Oynet He MPOCTO yrajiath CIOXKHBIN
napoJib. HanexHele napoau - 3T0 napoju, KOTOpbIe COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B Ce0S CTPOYHBIC M IIPOMHUCHBIE OYKBBI, HMHU(PPHI M HECKOJHKO
CUMBOJIOB, TaKHMe€ KaK 3HaK joJuiapa, (yHTa, BOCKIMIATEIbHBIM 3HAK M T.I.
Hampuwmep, $tROng!;;
4. He BBOM CBOM JIMYHBIE JaHHBIE HA CAalTaX, KOTOPHIM HE JOBEPSEIb.

DJIeKTPOHHAS MO4YTA

Onexmponnas nouma - HTO TEXHOJOTHUS U TMPEAOCTABISIEMBIE €10 YCIYTd IO
NEPECHUIKE U MOIYUYECHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paclpeaesioTcs B
KOMIBbIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIEeYIONIMM 00pa3oM: UMS_TOJIB30BATESI(@WUMSL_ToMeHa. Taxke KpoMe rmepenadu
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeAaBath (pailiibl.
OcCHOBHBIE COBETHI 110 O€30IMaCHON PaboTe C ISKTPOHHON MTOYTOM:
1. Hago BbIOpaTh MpaBUIIBHBIA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp OECIIATHBIX TMOYTOBBIX CEPBHCOB, OJIHAKO JIYYIlE TOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBbIN B PEUTHUHTE;
2. He yxa3piBall B JWYHOM mouTe JHUYHYIO HHPopmaiuio. Hampumep, myurie
BBIOpaTh "My3bIKaNbHbIA (haHaT@" uiam "pok2013" BmecTo "Temal3";
3. Ucnonb3yll ABYX3TAllHYK aBTOPU3ALMI0. JTO KOTJa MOMHUMO MapoJisd HYXKHO
BBOJIUTH KOJI, MPHUCHIJIaeMBIN 110 SMS;



4. BoiOepu cnoxxHbIN naposib. JJisi KaK10ro MOYTOBOIO SIIUKA JOJIKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IapOJIb;

5. Ecnu ecTb BO3MOXHOCTb HalucaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTB;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AIIUKOB. [IepBBIN 111 YaCTHOM NEPENUCKH C
agpecaTaMy, KOTOPBIM Tbl JIOBEpSCIIb. OJTO DJIEKTPOHHBIA aJIpec HE Halo
MCIIOJIb30BaTh MPU PErucTpaluu Ha (opyMax U canrax;

7. He oTkpbIiBaii (ailyibl U Apyrue BIOKEHUS B MUCHbMAaX, JaXe €CJIM OHU MPUILIH
OT TBOMX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (hailibl;

8. Ilocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yab HaXXaTh Ha "BeiiTu".

Ku6epOy/uIMHT WM BUPTYyaJibHOE U31eBaTeJIbCTBO
Kubepbynnune - mpecnenoBaHue COOOIICHUSIMHU, COJEPKAIIUMU OCKOpPOJIEHUS,
arpeccuio, 3aryruBaHue; XyJIUraHcTBO; COI[MaIbHOE OOMKOTUPOBAHKUE C MTOMOIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHoshble cogembvl no OOpbOe ¢ KUOEPOYIIUHSOM:
1. He 6pocaiicst B 60ii. Jlyummuii crmoco0: MOocOBETOBAThCS KaK ceOsl BECTU U, €CIH
HET TOTr0, K KOMY MOXHO 0OpaTUTHCS, TO BHA4aJIe YCIIOKOUThCS. Eciu Thl HauHEeIb
OTBEUYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIbKO elle OOJbIle pa30xkKKelllb
KOH(JTUKT;
2. Ynpanisai cBoel KubeppemyTaimei;
3. AHOHMMHOCTbH B ceTH MHHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHHMHBIM aKKayHTOM;
4. He crouT BecTH XyJIUTaHCKHH o0pa3 BHUPTyaldbHOM >KU3HU. HHTEepHET
¢ukcupyeT Bce TBOM JEHCTBUS U COXpaHSET UX. YJAIUTh UX OYyIeT KpaiiHe
3aTPYyIHUTEIBHO;
5. Cobmroait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;
6. Urnopupyit enuHuuHbiii HeratuB. OJTHOPa30BbIe OCKOPOUTENbHBIC COOOIIEHUS
Jydiie urHopupoBath. OOBIYHO arpeccus MpeKpamiaeTcs Ha HauajabHOU CTauu;
7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHUSMH, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOILIEHUH C
ONPENIEIICHHBIX aPECOB;
8. Eciu Th1 cBuperens kubepOyyiwHra. TBOWM ACHCTBUS: BBICTYNUTH IPOTHUB
[peciaeaoBaTes, IoKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCA HETaTUBHO,
HOJIIEpKaTh JKEPTBY, KOTOPOM HY)KHA IICHXOJOTHYECKas IOMOIb, COOOLIUTH
B3POCIIBIM O (paKT€ arpecCUBHOIO ITOBEJICHUS B CETH.

MoOunabHbIN TeaedoH
CoBpeMeHHble cMapT(OHBI M IUIAHIIETHI COJEPKAT B ceOe BIOJHE B3POCIHbIN
GyHKIIMOHANI, W TENeph OHU MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KoMIbroTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIS MOJOOHBIX YCTPOMCTB IOKA OYEHb
Maio. TecTHpoBaHME W TIOMCK YSI3BUMOCTEM B HHUX NPOUCXOAUT HE Tak
MHTEHCUBHO, Kak 115 1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKECHUM.
CoBpeMeHHbIE MOOUJIbHBIE Opay3epbl YK€ MPAKTUUYECKW JOTHAIM HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHue (PYHKIMOHANa BIEYET 3a CO000iM OoJbIyIO
CJIO’KHOCTh W MEHBUIYIO 3aIIHUIIEHHOCTD.



Jlaneko He Bce NPOU3BOAUTEIM BBHINIYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.
OcHogHule cogemul 07151 6e30nacHOCmMU MOOUTbHO20 meNeqhona:
Huuero He siBnsiercst mo-HacToseMy OeciuiaTHbIM. Bynb ocTOpoXeH, Bellb Korja
TeOe TpemsiaraloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
IJIATHBIE YCIIYTH,
Hymaii, npexae yeM otnpaButh SMS, ¢poto unu Bugeo. Tol TOYHO 3HaelIb, TAe
OHM OYJyT B KOHEYHOM UTOTE?
Heo6x011Mo0 00HOBIATE ONIEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Ncnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;
He 3arpyxail mnpuiaokeHuss OT HEW3BECTHOI'O HCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUeHHUE;
[Tocne Toro kak Thl BRIAJEIIB C CaiiTa, T/I€ BBOAMII JUYHYIO HHGOPMAIIUIO, 3211 B
HACTpoOMKHU Opay3epa u yaaim cookies;
[lepuoauyecku mnpoBepsii, Kakue IUIATHBIE YCIYTH AaKTUBUPOBAHbI Ha TBOEM
HOMEDE;
JlaBaii cBOMi HOMEP MOOMIBLHOTO TeseOoHa TOJIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEPSICIIIb;
Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE TOJIB3yelIbes. He 3a0biBait
WHOT]Ia IPOBEPSATH ITO.

Online urpsol
Cospemennvle OHNAUH-USPBLI - ITO KPACOUHBIC, 3aXBAThIBAIOIINE PA3BICUYECHUS,
OOBEUHSIONIME COTHH THICAY 4YENOBEK MO BceMy Mupy. Wrpoku wucciemyror
JAHHBIA UM MUp, OOIIAIOTCS IPYT C JPYTOM, BBINOIHSIOT 3a/laHUsI, CPAKAIOTCS C
MOHCTpPaMHU U TOJY4YarOT OMNBIT. 3@ YAOBOJIbCTBUE OHU IUIATAT: MOKYHAKOT JIHCK,
OTUTaYMBAIOT a0OHEMEHT WM MMPUOOPETAIOT KAKKE-TO OIIIHH.
Bce aTu cpenctBa mayT Ha MONAJEPKAHUE U PA3BUTHUE WUIPhI, & TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (1u@pPOoBBIE 3aIUIATKY JJI IPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1omo0HBIX WMrpax CTOMT OMacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJIBIIMHCTBA
urp.
OCHOBHBIE COBETHI 110 OE30MIaCHOCTH TBOETO UTPOBOrO aKKayHTA!
1. Ecou npyrodi urpok BeAeT ceOs IUIOXO WM co3jaeT TeOe HENMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
2. Tloxamyiics agMHUHUCTpaTOpaM WIPbl HA IUIOXO€ MOBEACHUE 3TOr0 HWIPOKA,
KeaTebHO NPUIIOKUTh KaKUe-TO JJOKa3aTeIbCTBA B BUJE CKPUHOB;
3. He yka3piBaii TuuHy0 HHGOpMaNHO B Ipodaiiie urpsr;
4. YBaxall Jpyrux y4aCTHUKOB IO UTPE;
5. He ycranapnmmuBaii Heo(pHUIIMaIbHbBIC TATYH U MOJIBI;
6. Mcnonb3yii CIOXKHBIE U pa3HbIE NapOJIH;
7. axe BO BpeMs UTPbl HE CTOUT OTKJIIOYATh aHTUBHUPYC. 11oka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.



@OUIIMHT UM KPaKa JUYHBIX JAHHBIX
OObIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETOJHS Y>K€ HUKOIro HE YAWBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJICHHUKHU MEPEMECTUINCH B UHTEPHET,
Y IPOJOJIKAIOT 3aHUMAThCS "TIOOUMBIM" 1€TTOM.
Tak mosiBUNIach HOBasi yrpo3a: UHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs
1eJb  KOTOPOrO  COCTOMT B  MOJYYEHUHU KOH(PUICHUHUAIBHBIX  JaHHBIX
MoJIb30BaTeNIel - JTOrMHOB U maposeil. Ha anrnuiickom sa3bike phishing yurtaercs
kak ¢pumuHr (ot fishing - peiOHas noBs, password - mapob).
OcHosnble cosembvl no 6OpbOe ¢ PUUUHLOM:
1. Cnenu 3a cBouM akkayHToM. Eciu Thl momo3peBaelib, 4TO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKUPOBATh €€ M COOOIIUTHh aAMUHHUCTPATOPAM
pecypca 00 3TOM Kak MOXKHO CKOPEE;
2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YMHCIE, MHTEPHET-Mara3uHoOB U
MTOMCKOBBIX CHUCTEM;
3. Ucnonb3y#t cinoHbIe U pa3Hble mapoiu. Takum o6pa3oM, eciiu TeOsi B3JIOMAIOT,
TO 3JIOYMBIIUJICHHUKHU MOJIYYaT TOCTYI TOJIBKO K OTHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;
4. Ecau 1e0s B310Maiu, TO HEOOXOJIMMO MPEAyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J1I00aBJIECHBI y T€0S B APY3bSIX, O TOM, YTO T€OS B3JIOMAIH U, BOZMOXHO,
OT TBOETO UMEHHM OYJIET PACChUIATHCS CIIaM M CChUIKH Ha (DUIIUHTOBBIE CANTHI;
5. YcranoBu HaaexHbIH mapoiasb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKITIIOYM coXpaHeHue mapoJs B Opaysepe;
7. He otkpeiBaii ¢aiiabl U Apyrue BIOKEHHS B MHUCbMaX, JaKe €CIM OHU MPUIILTH
OT TBOUX Jipy3ei. Jlydlie yTouHU y HUX, OTTIPABIISIIIN JIU OHU TeOe 3TU (aJibl.

Hudposast penyranus

Lugposas penymayus - 3T0 HETaTUBHAS WU MO3UTUBHAS MHPOpPMAIUS B CETH O
tebe. Kommpomerupyromas wuHopmaius, pa3MenieHHass B WHTEPHETE, MOXKET
CEepPhE3HBIM 00pa30oM OTpa3uTbCI Ha TBOeW peanbHOM ku3HHU. "lludporas
pernyTaiusa" - 3T0 TBOM UMUK, KOTOPBIM (opMupyercs u3 uHbopmalnuu o Tede B
UHTEpHETE.
TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakTepa 1 paccKasbl 0 OJU3KUX - BCE ATO HAKAILJIMBAETCS B CETH.
MHoOrue mOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKalWU JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAasE BO3MOXKHBIX MOCIEACTBUN. Thl Jaxke HeE
CMOJKEIIb JA0TafaThCcsl O TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3all, cTaia
MPUYUHON OTKa3a MPUHSTH TeOsl Ha padoTy.
KommenTtapuu, pasmemienue TBoux Qororpaduil u Apyrue JCHUCTBUS MOTYT HE
MCYE3HYTh JIa)K€ MOCJE TOTO, KaK Thl UX yJalullb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty nH(OpMaIHIo, Monaia M OHA B TIOWCKOBBIE CUCTEMBI M COXPAHUIIACH JI OHA, &
TJIABHOE: YTO TIOJYMAIOT O Te0e OKPY’KAIOIIHE JIFOIHW, KOTOPhIC HAWIYT U yBUAST
sT0. HaliTu uHpoOpManuio MHOTO JIET CIYCTS CMOXET JI0OOW - Kak W3 JA0OpBIX
MoOYXKJIeHUM, TaK MU C HAMEPEHHEM NPUYUHUTH Bpel. IJTO MOXKET OBITh KTO
YTOIHO.
OcHogHvle cogemul no 3aujume Yu@poeol penymayuu.



1. [Togymaii, mpexe yeM 4To-To MyOIMKOBATh U NepenaBaTh y ce0s B 610re wid B
COLMAJILHOM CETH;
2. B nHacTpoiikax npo¢uis yCTaHOBU OIPAHUYEHHUS HA MPOCMOTP TBOETO MpPOduiis
U €ro COJEPKUMOTrO, ClIeTal ero TOIbKO "Wt apy3en";
3. He pa3memaii u He yka3blBal MHpOpPMAIMIO, KOTOpas MOXKET KOro-iubdo
OCKOPOJIATH WIIK OOMKATh.

ABTOpCKOE NIPaBo
CoBpeMeHHbIEe IIKOJbHUKHU - aKTUBHBIE MOJIb30BATEIN U(GPOBOrO MPOCTPAHCTBA.
OpHako fAajieko HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTMMH BO3MOXXHOCTAMH
muppoBoro  Mupa TpeOyeT CoOOJIOJeHUsT TMpaB Ha  UHTEIUIEKTYyaJbHYIO
COOCTBEHHOCT.
Tepmun "uumennexmyanonas cobcmeennocms” OTHOCUTCA K  Pa3IMUHBIM
TBOPEHMSIM YEJIOBEYECKOTO yMa, HayMHasg C HOBBIX HM300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HA MPOJIYKTHI M YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUIBMAMU U MY3bIKaJIbHBIMU TPOU3BEACHHUSIMHU.
ABTOpCcKME TpaBa - O3TO INpaBa HAa MHTEIUICKTYaJlbHYI0 COOCTBEHHOCTh Ha
NIPOU3BEICHUS HAYKH, JINTEPATyphl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TAapaHTUU TOTO, YTO HHTEJUICKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeIJMBbIe BO3MOXXHOCTU 3apaboTaTth Ha
pe3ysbTaTax CBOErO Tpyla, MOJYyYUTh HM3BECTHOCTh W NpusHaHue. Hukro 6e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MNPOU3BEIECHUE,
pacnpocTpaHsaTh, MNYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
ycKaTh B MPOKAT, MyOJWYHO HMCIOIHATH, MOKA3bIBATH/UCIONHATh B dUpE WIH
pa3meniath B IHTEpHETE.
Hcnonb3oBanue "mupaTckoro" MporpaMMHOr0 OOeCreYeHUs] MOXKET MPHUBECTH K
MHOTHUM PUCKaM: OT MOTEPU JTaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKU TBOETO
yCTpPOWCTBAa, TJ€ YCTAHOBJICHA HeJeraiabHas nporpamMmma. He cTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTajJbHble M OECIUIaTHBIE MPOTPaMMBbI, KOTOPHIE
MOYHO HAaWTH B CETH.

O nopraJie

CereBu4oK.pd - TBOH TJaBHBIM COBETYMK B CETH. 371€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM U JIOCTYNHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOPAaTUTHCS 3a COBETOM. A TakKe NPUHATH ydacTue B
KOHKYpCaXxX U CTaTh CaMbIM ITU(GPOBBIM I'PakIaHUHOM !



